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Abstract

This paper examines the various issues associated with a behaviora level
methodology for achieving 100% fault coverage in Complementary Metal Oxide
Semiconductor (CMOS) Very Large Scale Integrated (VLSI) circuits. First, research on
fault models and their applicability to CMOS is explored leading to a basis for
determining fault coverage. Second, a number of behavioral test generation techniques
are evaluated for their ability to detect faults and to achieve 100% fault coverage. The
conclusion indicates the need for further research at the behavioral level to achieve 100%
fault coverage for CMOS VLS circuits.

The Interest Square Unity (ISU) technique, a tool of Unilogic, was developed by
the Damascus School of Hayawic Logic and offers a systematic method of selecting,
analyzing, and solving any problem. The ISU can be shown graphically to contain four
global states, with each state representing the possible locations of the entity in its
existence. It represents alogic in that the state transitions can be made from one state to
another. It can be used as an analysis tool because each state can be used to represent the
factors or perspective of the problem.

ISU could be used through analysis and design to help improve fault models, fault
coverage, and address any test pattern generation areas which are not well supported by
current Design for Test (DFT) tool suites. Therefore, this paper will limit its scope to
analyzing only the four behavioral level test generation approaches since they represent a
range of technigques which support design for testability. Also, since thereis so much
research in thisfield, the four approaches will be used as representative cases to show the
utility of 1SU for analysis of them.

AsISU isapplied to the test generation problem, several solutions should become
apparent for solving the behavioral level issues for achieving 100% fault coveragein
CMOS VLS circuits. 1SU and Unilogic can then be applied to each of the four different
test generation techniques presented. Thiswill evaluate their ability to detect faults and
to achieve 100% fault coverage to see where they exist in the universe of test generation.
Finally, ISU can be applied to help address the problem and develop a direction for
solving it. 1SU will not solve the problem but will provide an analysis tool which will
provide insight on the dimensions and the dynamics of the problem and the result will be
anew direction from which to solve the problem.

Our objective is to determine a Unilogic form which can help steer further
research effortsin the direction which can be one alternative to achieving the holistic
testing approach. The differences in this approach compared to the other four will be
described and it will be shown how this new holistic approach direction may be used to
analyze and discover the different types of faultsin CMOS VLS circuits. Lastly, we will
discuss what the expected results would be if the new direction were to be pursued and
whether the new holistic approach can be implemented and what would be required.



Also, we will describe what criteria should be used to test the efficiency and effectiveness
of this new holistic testing approach based on ISU.
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I ntroduction

This paper will address an areawhich is extremely important for information
technology, computer engineering, and telecommunications fields. Large integrated
circuits (ICs) are the key elements which have made possible the high performance of
personal computers and the ability to use multi-media and real-time interactive
applications. The challenge for the IC designersisto ensure that their large, complex
chips function asthey are intended to. That is, they can operate correctly and without
faults. Or, if there are faults, they do not corrupt the proper operation of the circuit and
produce erroneous results. Recall several years ago when aresearcher discovered that an
Intel Pentium microprocessor produced errors during certain operations. Intel at first did
not take this news seriously and said that most users would never notice this erroneous
behavior. However, to their surprise, users of PCs did not want to have the “faulty”
microprocessor in their system. Therefore, there was a very large public outcry for
replacing the bad ICs. Intel finally responded by announcing they would replace all the
microprocessors free of charge.

In order to avoid this negative experience from recurring, the IC community wants
to ensure that the chips that finally make it to the commercia world are fault-free. In
order to do this, they must have away to test these complex chips for the presence of
faults. Challenging chip test isthe large number of test patterns that have to be generated
to completely (or exhaustively) test the circuit. For example, if you have asimple digital
circuit with two inputs and one output, you can test all 9 input combinations by applying
the following inputs: (00), (10), (01), and (11). Thisturnsout to be 2" test patterns. This
is very manageable for small circuits because you can easily generate the input
combinations and verify that the actual output matches the expected output, thus verifying
correct circuit operation. However, for acircuit with 64 inputs, 2°* input patterns equal
1.84 x 10" different input patterns which becomes an impossible number to exhaustively
test. Therefore, automatic test pattern generation has been a booming research field. In
addition, the ability to measure an IC’ s design quality by the fault coverageisan
extremely important measure of merit. For ICs, most faults are produced during the
manufacturing 1C process, by such things as defects, extensions or omissions in the
various layers such as the gate oxide, the metalization, the polysilicon, which can create
shorts, opens, or extraneous circuit behavior creating faults. Many different types of
faults exist and a very large number of algorithms and models have been devel oped to
help detect these faults.

Fault coverage is defined as the number of detected faults divided by the total
number of faults, and is given in a percentage. Fault coverage figures as close to 100%
are desired. Usually simulation is used to measure the fault coverage of a circuit with
fewer than 200,000 logic gates, which are typically NAND or NOR gates. But with ICs
with over 4 million transistors, this means they have approximately 1 million logic gates.
For ICswith more than 200,000 gates, ssmulation is very time consuming and



computationally intensive. For those tools which can handle such a design, the fault
simulation can take can take several weeks or even months to complete.™ Therefore,
Design for Test (DFT) techniques are required.

DFT isabooming field. Theworld leader in DFT toolsis Mentor Graphics.
Mentor Graphicsis an important supplier of both automatic test pattern generation
(ATPG) and memory and logic built-in-self-test (BIST) software, critical for deep
submicron design, while also offering the industry's most complete line of DFT solutions.
Mentor Graphics Corporation (NASDAQ: MENT) isaleading supplier of electronic
hardware and software design solutions, providing products and consulting services for
the world's largest electronics and semiconductor companies. Established in 1981, the
company reported revenues over the last 12 months of $455 million and employs
approximately 2,570 people worldwide. Company hﬁadquarters are located at 8005 S.W.
Boeckman Road, Wilsonville, Oregon 97070-7777.

A recent query on the Internet under the search phrase of “faults and test pattern
generation” using the Alta Vista search engine resulted in over 1.67 million web page
hits. Obvioudly, thereis considerable research ongoing in thisfield. In addition,
University of California at Santa Barbara is teaching a sophomore level Electrical and
Computer Engineering classin VLSI Testing Technique by Dr. K. T. Tim Cheng located
at timcheng@ece.ucsb.edu.

Therefore, any improvements in the ability to improve the abilty to test ICs or to
improve fault coverage is highly desired. This paper will address exactly that. This paper
examines the various issues associated with a behavioral level methodology for achieving
100% fault coverage in Complementary Metal Oxide Semiconductor (CMOS) Very
Large Scale Integrated (VLSI) circuits. First, research on fault models and their
applicability to CMOS is explored leading to a basis for determining fault coverage.
Second, a number of behavioral test generation techniques are evaluated for their ability
to detect faults and to achieve 100% fault coverage. The conclusion indicates the need for
further research at the behavioral level to achieve 100% fault coverage for CMOS VLS
circuits.

The Interest Square Unity (ISU) technique, a tool of Unilogic, was developed by
the Damascus School of Hayawic Logic and offers a systematic method of selecting,
analyzing, and solving any problem. The ISU can be shown graphically to contain four
global states, with each state representing the possible locations of the entity in its
existence. It represents alogic in that the state transitions can be made from one state to
another. It can be used as an analysis tool because each state can be used to represent the
factors or perspective of the problem.

ISU could be used through analysis and design to help improve fault models, fault
coverage, and address any test pattern generation areas which are not well supported by
current Design for Test (DFT) tool suites. Therefore, this paper will limit its scope to
analyzing only the four behavioral level test generation approaches since they represent a



range of technigues which support design for testability. Also, since thereis so much
research in thisfield, the four approaches will be used as representative cases to show the
utility of 1SU for analysis of them.

Our objective is to determine a Unilogic form which can help steer further
research efforts in the direction which can be one aternative to achieving the holistic
testing approach. The differences in this approach compared to the other four will be
described and it will be shown how this new holistic approach direction may be used to
anayze and discover the different types of faultsin CMOS VLSI circuits. Lastly, we will
discuss what the expected results would be if the new direction were to be pursued and
whether the new holistic approach can be implemented and what would be required.
Also, we will describe what criteria should be used to test the efficiency and effectiveness
of this new holistic testing approach based on ISU.



Overview

Problem Statement

Integrated circuit complexity isincreasing at a tremendous pace based upon
advancesin high level design tools, microprocessor performance improvements, and
smaller feature size process technology. Unfortunately, conventional test generation
techniques are challenged by this increased complexity, the need for test vector
generation and fault simulation in atimely manner, providing adequate fault coverage,
and the newer process technologies requiring additional fault models. Much Very Large
Scale Integration (VLSI) design is conducted using behavioral level design tools such as
Very High Speed Integrated Circuit (VHSIC) Hardware Design Language (VHDL).
Numerous advantages can be gained by test generation conducted at this same level.
Most gate level test generation techniques rely on fault models, such as the single stuck-at
(SSA) fault, which do not completely characterize the fault modes for Complementary
Metal Oxide Semiconductor (CMOS) circuits. Lastly, high fault coverage, preferably
100%, isdesired for long term Integrated Circuit (1C) applications where devices must
operate as expected in the presence of faults without repair. Therefore, much benefit can
be gained through 100% fault coverage using behavioral test generation techniques for
CMOSICs.

Fault modeling can occur at many levels such as the electrical, logical, functional,
register-transfer level, or behavioral. Regardless of the level, the objective of fault
modeling isto accurately represent the physical faults so that the circuit can be simulated
and test vectors generated to detect as many of the faults as possible. Physical faults,
such as a short circuit, can be modeled at the electrical level, providing higher accuracy
but at the expense of increased computational complexity whereas the same fault can be
modeled at the logic gate level with greater smplicity. As one attempts to model faults at
higher levels of abstraction, such as the functional or behavioral level, these models must
cover awide range of physical faults. These models, by virtue of their smplicity, may
not detect all physical failures for which they are designed to cover. However, the
tremendous circuit complexity of VLS| makes it paramount to develop behavioral level
fault models which can be executed in areasonable time and yet provide a high degree of
fault coverage.

To better understand fault detection and test generation, a simple example will be
provided. We will use ahalf-adder circuit and show how afault can impact its correct
operation. A combinational logic circuit can be viewed as abox with ninputsand m
outputs. For ninputs, there are 2" possible combinations of binary input values. For each
input combination, there is only one output combination. Shown below is the one
Boolean logic truth table for the half adder with x and y as the two input variables and C
and S as the Carry and Sum output variables. A half adder performs the addition
operation of two binary digits, which are 0+0=0, 0+1=1, 1+0=1, and 1+1=10. When both
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inputs are 1, the binary sum produces atwo digit binary number, where the right bit
equals 0 x 2° = 0 and the left bit equals 1 x 2" = 2, which is the expected answer when
adding 1to 1.

—_— —
NINPUTS | COMBINATIONAL M OUTPUTS
— LOGIC >

One implementation of the half adder is shown below using one AND gate and
one exclusion or (XOR) logic gate. The truth table for correct operation is also shown.

X —_
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If one of the inputs, for instance x, is stuck at 1, from perhaps an electrical short
shown at location X between the input wire x and the power supply line, then regardless
of the value provided for the x input, the combinational logic will always interpret its
valueasbeing 1. Thisiscalled asingle stuck at one (SSA1) fault. The truth table will
now be shown with the faulty input. By comparing its output with the correct truth table
output above, one can see where the fault will produce erroneous output data. These
incorrect values produced by the SSA1 at x fault are shown in bold and underlined below.

x y [ C S

1 0 / 0 1

1 1 / 1 0 FAULTY HALFADDERTRUTH TABLE DIAGRAM
1 0 / O 1 FOR x SSA1
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The process of test generation involves determining what type of fault one wants
to test for and at what fault site. If we wanted to test for the SSA 1 fault described above
at the x input line, then we would activate the fault. This means setting the x input value
to 1. Inthiscase x is both the primary input, which is an input line whose value can be
controlled or set, and the fault site. Then we would propagate the fault to a primary
output. Primary means that you can observe the value on the output. In thissimple
example, these steps are trivial because the fault can be set at a primary input and the
results can be seen at a primary output. However, in larger circuits, one must propagate
the values at the fault site to a primary output. Thisinvolves selecting all the subsequent
values of signals that would interact with the value at the fault site to ensure that they pass
the value you are testing for to a primary output unchanged. One also has to select the
input values which would activate and test for the fault.

Further challenging fault model methodology are process technology
dependencies producing different types of physical defects, thereby creating different
fault types. However, one fault ﬁodel , the single stuck fault, ssf, model is almost always
used as a basis for fault grading.™ McCluskey explains that although different fault
models exist, such as multiple stuck fault, bridging faults, delay faults, stuck-open faults,
etc., the ssf isthe most prevalently used. Hisreasons are the big investment in the sdf, it
creates many test patterns applied to asingle gate resulting in propagation to a primary
circuit output, and fault simulation can determine the coverage of ssf test patternsand a
high fault coverage indicates that the test set is close to a gate exhaustive test.

Other research indicates that the ssf model was based and applied to early digitﬁl
circuit and that high ssf coverage can no longer guarantee high quality for CMOS ICs.
Soden and Hawkins explain different fault smulators give different results and often
calculations are modified to produce high ssf coverages. They also state the ssf model
doesn’t accurately reflect CMOS IC defects and failure mechanisms which produce
effects other than a single stuck-at node. They recommend replacing abstract models
with readlistic defect models, such as the transistor bridging model, and using test methods
such as Ippg and at-speed testing to minimize the difference between actual and predicted
defect coverage.

Research by John P. Shen, et aIEIdeveI oped Inductive Fault Analysis (IFA) to
predict all faults expected to occur in a Metal Oxide Semiconductor (MOS) IC based
upon the IC layout. Theresult isafault model and aranked fault list which factors in the
technology, layout, and process characteristics. They applied their method to an NMOS
modified full-adder circuit having 4 inputs, 3 outputs, and 29 transistors. The results
indicated that out of the original 4800 defects, only 476 would produce faulty behavior at
the circuit level. These are further broken out by fault type: 28% line stuck-at faults,
15% transistor stuck at faults, 21% floating line faults, 30% bridging faults, and 6%
miscellaneous faults. Therefore, the classical stuck-at fault model, which could explicitly
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model the first type and implicitly model the second and third type faults, could only
account for 64% of al the faults. Thisleaves 36% unaccounted for, of which bridging
faults were the predominant fault type. They felt that although this was an NMOS circuit,
the results apply to CMOS circuits. Their IFA procedure can be used to develop
automatic test generation programs using the ranked fault list.

Abramovici state@that high fault coverage for ssfsis anecessary but not
sufficient condition to achieve high defect coverage. He defines the correct way of
computing (absolute) fault coverage as FC=D/T where D is the number of detected faults
by an automatic test generation program and T is the total number of target ssfs. He
further shows how another measure, called detectable fault coverage, defined as
DFC=D/(T-U), where U is the number of undetectable faults, is not areliable measure of
fault coverage for either sequential or combinational circuits because the undetected
faults can impair circuit performance or mask other faults. Therefore, test generation
must not only target all relevant fault classes, beyond the ssf, but needs to detect all faults
in order to achieve 100% fault coveragein CMOS ICs.

The environment is test generation of very large scale integration (VLSI)
Complementary Metal Oxide Semiconductor (CMOS) integrated circuits. The problem
can be broken down into the following parts:

1) Need high fault coverage (approaching 100%) by detecting the multiple faults
types which exist

2) |C complexity increasing at atremendous rate but test generation methods not
keeping up

3) Exigting test generation and fault detection methods too computationally
intensive and too slow

Test generation techniques which depend on an efficient fault detection
methodology and accurate fault models are either not applied well or are non-existent at
the behavioral level.

Objective

The objectiveisto improve fault models, fault detection coverage, and improve
the performance of automatic test generation techniques. In addition, the desireisto
move the process of test technique insertion up in the development cycle to early in the
design phase. In addition, developing test generation techniques and fault models at
higher levels of abstraction, such as the functional or behavioral level, have the promise
to improve the test generation and fault detection execution times.

Methodology
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This paper will look at four recent concepts proposed in the recent research
literature which propose a solution to different aspects of the problem. Only four
representative papers will be analyzed to limit the scope of this work since there are such
alarge number of papersin the literature. The Unilogic ISU technique, which will be
described below, will be employed as an analysis tool to determine how well each the
four research concepts address the different aspects of the problem and where further
researchisrequired. 1SU will then be used to model the problem and a proposal for a
new direction in research will be devel oped.

Recent work in the commercial sector has produced an implementation of
numerous research methodol ogies which address different aspects of the problem. The
world leader in DFT techniquesis Mentor Graphics. An overview of their DFT tools will
also be provided. These represent the state of the art in automatic test pattern generation
techniques and fault grading. Although the scope of this paper is limited to analyzing
only the four research proposals, ISU can be applied as a follow-on project to some of the
Mentor Graphics toolsto seeif there are ways of improving their performance and
achieving 100% fault coverage. Unfortunately, insufficient information on the Mentor
Graphicstools, implementation agorithms, and underlying fault models were available to
support this paper.

The methodology that will be employed in this paper will attempt to answer the
following questions:

» Isthere any new (holistic) testing approach that can include different functions
which are currently applied in the existing methods?

» Canthe new (halistic) testing approach solve the problem of high level fault
testing (existence separated approach)?

* What isthe general organization and specific functions which are needed to
solve that problem?

» Can Unilogic form be one alternative to achieve the holistic testing approach?
If yes, what differences in approach can be achieved based on thislogical
approach and how can it be used to analyze and discover the different types of
faultsin CMOS VLS circuits?

* How can it be implemented and what is required? Also, what criteria should
be used to test the efficiency and effectiveness of this new holistic testing
approach based on ISU?

To reiterate, this paper will not develop a new testing approach but will use ISU
and Unilogic to determine a new direction to pursue which will lead to a holistic testing
approach which can later be implemented.

Justification (using Unilogic Form | SU as useful for solving that problem):

ISU can be applied to this problem because the environment of test generation has
certain global states. Each of the four ISU states can be used to represent the two
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variables, fault coverage and level of abstraction, belonging to the universe of test
generation. The Unilogic form can provide alogica way to examine the various test
generation state units and better understand the rhythmic sequence of the entity.
Therefore, a better understanding of what the underlying factors are which influence the
ability to detect faults in relation to the level of abstraction can assist in identifying a
future direction to pursue in further research of the problem.

Expected Results

AsISU, an analysis technique of Unilogic form, is applied to the test generation
problem, several solutions should become apparent for solving the behavioral level issues
for achieving 100% fault coverage in Complementary Metal Oxide Semiconductor
(CMOS) Very Large Scale Integrated (VLSI) circuits. ISU can then be applied to each of
the four different test generation techniques presented. Thiswill evaluate their ability to
detect faults and to achieve 100% fault coverage to see where they exist in the universe of
test generation. Finaly, ISU can be applied to help address the problem and develop a
direction for solving it. 1SU will not solve the problem but will provide an analysis tool
which will provide insight on the dimensions and the dynamics of the problem and the
result will be anew direction from which to solve the problem.

Application of I1SU

Overall Problem

Test generation for high complexity VLSI ICsis not only difficult but extremely time
consuming. Gate level fault and circuit models are cumbersome and not computationally
practical for complex VLS circuit test generation use because of the tremendous numbers
of test vectors and large search for solutions. Therefore, there is aneed to model faults at
a higher level of abstraction such as the behavioral level, and to generate tests based upon
these fault models. However, faults unique to CMOS VLS| must be captured and
correlated as a basis for behaviora level fault models to achieve high fault coverage. A
selected set of four research efforts will be presented to show how close each approaches
behaviora level fault modeling and high coverage for CMOS.

Four existing high level test methodologies

* Approach 1 - B-algorithm: A Behaviora Test Generation Algorithm

Cho and ArmstrongEIhave proposed the B-algorithm which generates tests directly
from behavioral VHDL circuit descriptions using three types of behavioral faults: stuck-
at, stuck-open, and micro-operation—all defined by atering VHDL constructs.  The
behavioral stuck-at (BSA) fault defines two stuck-at faults (SAO and SA1) for each bit
where a bit is defined as a signal, avirtual signal, afanout stem, or a fanout branch. The
behavioral stuck-open (BSO) fault occurs when the value of an assignment (the right
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hand side) is not transferred correctly to itstarget. A BSO fault represents an open circuit
in a model and can represent additional functional faults when a control expression
handles the assignment statement. The micro-operation (MOP) fault is when an operator
is perturbed to another one or selected instead of the correct one such as ADD instead of
SUB. Test generation is performed at the behavioral level using a good/bad value pair
G/B in place of D or D’ for the D-algorithm. The B-algorithm can generate tests with a
higher equivalent gate level fault coverage than the Behavioral Test Generator however
this was not quantified. The B-algorithm can generate tests for BSO faults which can
detect gate-level transition as well as gate-level stuck-at faults. Lastly, it employs two-
phase testing to activate BSO faults and to propagate fault effects through control
constructs.  Undetermined with this approach is the degree to which gate level and
process level faults can be accurately correlated at this behaviora level. In addition,
many actual physical faults may occur which are not taken into account at such a high
level of abstraction with an ADD operation changing to a SUB. In contrast to this
approach, the next one uses specific fault modules to modify the VHDL code.

» Approach 2 - System Level Fault Simulation

Sanchez and Hidal goEI have proposed a fault methodology in VHDL, independent
of the fault model, based on segments. They employ specialized fault injectors which
generate a VHDL description for each fault to model the modul€e's faulty behavior and
how the module test structure reflect the presence of faults. Each fault injector is a
program which modifies the VHDL code in the presence of any particular fault. The
result is an efficient ssmulation of the fault code produced by the fault injectors allowing a
system-level test strategy which provides information on the fault coverage obtained by it.
The concept allows any fault to be injected as long as a VHDL model for it exists and
there are three ways to inject faults in subprograms. Instancing alows the same number
of faults to be injected as there are call statements. Sharing allows al calls to execute the
same code. Elaboration occurs every time the subprogram is called with different faults
injected. The first two mechanisms produce static fault injection and the third, dynamic
fault injection. This method appears to be very robust and as long as adequate fault
model injectors exist, a VHDL program can be modified to reflect fault injection and only
the parts of the VHDL code affected by faults are smulated, hence the efficiency of the
technique. A very ssimple fault ssmulation is shown which results in 100% fault coverage
but it appears too ssimplistic to determine the actual coverage of this method. In contrast
to the first two approaches is the following which uses information at a lower level of
abstraction, the control data flow graph (CDFG) and the register transfer level (RTL) to
generate test vectors.

» Approach 3-Behavioral Test Generation using Mixed Integer Non-linear
Programming

Ramchandani and Thoma':,EI have devised a single stuck-at fault test vector

generation technique using the circuit function behavioral description and its mapping
into the implementing hardware. The test vectors are obtained by solving a series of
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Mixed Integer Non-Linear Programs (MINLPs) and results indicate an order of
magnitude speed increase compared with existing gate-level sequential test generation
tools. In addition, test generation time remained roughly constant for increasing bitwidths
while fault coverage actually increased. However, several faults were not detected by
Behavioral Test Generation tool (BTGen) because the faults could not be propagated
through the controller to a primary output. If they were, the test generation times would
be longer. The circuit used for comparison was the diffeq high-level synthesis benchmark
for which they generated test vectors for all single stuck-at faults for each bit of the 11
registers. Thiscircuit employed arelatively simple controller resulting in short test vector
sequences. A more complex controller would have skewed the results due to the
weakness in BTGen for propagating faults through the controller. BT Gen would also be
inefficient for test generation of a CISC microprocessor due to the large number of search
paths after the instruction decode state is reached. High fault coverage (83-85%) results
were achieved in the second experiment using a greatest common divisor (GCD) circuit
when test vectors were generated at the boundaries of modules to detect internal faults,
however, the types of circuits need to be characterized for which these results can be
generalized. Overall, the limitation of this technique is that only faults requiring asingle
test pattern, such as single stuck-at faults and bridging faults can be supported. This
technique cannot generate tests for delay faults or any other faults requiring two test
vectors to excite a fault. The next approach uses the behavioral and RTL level for test
generation.

* Approach 4 - Test Synthesisin the Behavioral Domain

Papachristou and Carlettelﬁl have developed an approach for test synthesis in the
behavioral domain by inserting Built In Self Test (BIST) structures into the design
description in VHDL and synthesizing this to produce a design-and-test behavior whichis
acircuit which can be run in norma mode and one which can be run in test mode. They
use two criteria--controllability and observability--to determine where BIST structures
should be inserted into the design. Behavioral analysis and insertion is used to enhance
the testibility of the datapath and RTL level analysis and insertion is used to enhance the
testability of the datapath and the controller. Their approach tests both the datapath and
the controller but employs a unique approach which allows the datapath to be operated
according to its design behavior even during test by essentially a pseudorandom number
generator at the datapath input and shift registers at its output. All signals, for both data
and control, are analyzed for testability. If any are below a certain threshold, insertion is
done, using further analysis to determine the optimum insertion point. Results on three
synthesized circuits, with transistor counts in the 2000-3500 range, showed increases in
fault coverage—as high as 30% more in one controller—but with an increased transistor
count and increased critical delay penalty—76% transistor count overhead and 43%
slowdown in that same controller. They claim that the controller overhead is minimal
since it comprises a small area of the circuit, and the critical delay of the datapath
determines the maximum clock speed of circuit. Therefore, their technique provides
enhanced fault coverage but may be come with too much of an overhead penalty for
circuits with large controllers.  The process may also be somewhat cumbersome for
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systems containing many signal lines. Lastly, faults are detected using the BIST patterns,
therefore no specific fault model was employed, other than deviations from correct
operation to detect faults.

e Conclusion

The preceding examination showed that there are many types of faults which can
occur in CMOS VLSI circuits, beyond the classical ssf. A sample of current research
activities were shown which use fault models at higher levels of abstraction but the
degree to which these adequately capture the process defects which create the different
fault types is not well correlated. Furthermore, four higher level test generation
techniques were discussed which can detect a range of fault types, from the ssf to as many
fault types as there are behavioral models for them. The fault coverage data for each
approach was not consistently stated so it made it difficult for a comparison based on this
figure of merit—especially in determining a method to achieve 100% fault coverage.
Overal, no one approach provides a viable mechanism for adequately modeling faults
and generating tests at the behavioral level for CMOS VLSI circuits. Therefore, further
research isrequired in this critical area.

State of the Art in Commercial Design for Test Tools

Much recent research in design for test has been implemented in commercial test
generation and fault detection tools. Mentor Graphics was named by Dataguest in
October 1996 is one industry leader in supplying design for test technology. They have a
wide range of tools which perform full and partial scan automatic test pattern generation
(ATPG), memory build-in self test (BIST), logic BIST, and boundary scan. Some of
these tools are listed in Appendix B.

The Mentor Graphics suite of DFT tools are comprehensive and have incorporated
anumber of different methodologies to solve the complex problem of automatic test
pattern generation and fault coverage during the design phase and at a higher level of
abstraction and with good execution times. Unfortunately, all the details of their
algorithms, fault models and implementation approach were not available in time to apply
ISU and Unilogic to them to determine what areas require improvements. However, that
would be an appropriate goal for the next phase of thisresearch project. A list of research
papers written by the Mentor Graphics designers are listed in Appendix C for insight into
some of the theory and techniques that are used in the Mentor Graphics DFT tool suite.
ISU and Unilogic could be used to help improve their fault models, fault coverage, and
address any test pattern generation areas which are not well supported by the tool suite.
Therefore, this paper will limit its scope to analyzing only the four approaches described
above since they represent arange of techniques which support design for testability,
several aspects of which are incorporated into the Mentor Graphicstools. Also, since
thereis so much research in thisfield, the four approaches will be used to show the utility
of 1SU for analysis of them.
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Use of 1SU to Develop a New Testing Approach to Solve Problem

The approach that will be used to help determine a new approach for solving-the
problem is based upon work done by Rine and Alnakari. The following definitions— will
be used to explain the concept:

Unilogic is alogic which affords a way to reason about Rhythmic Sequences of an
entity. A Rhythmic Sequence is the universal vocabulary of Form Unity that can be
represented by binary symbols. Form Unity is the simplest and most abstract form of any
entity, representing the Hayawic Interest, ie. The Hayawic form. The Hayawic Interest
is the dynamic containing form of an entity, ie. That interest motivated by need in time to
define or to recycleits Interest Square Root. The Interest Square Root is the universal
vocabulary used to define any Life Interest Cycle of an entity, including the binary
operations of negative/positive, inner/outer, mono/poly, open/closed, extreme/moderate,
partia/total, etc. The Life Interest Cycleisthe system that an entity usesin order to
achieve an ultimate goal in a given time period in the framework of the Interest Square
Unity. Interest Square Unity is a dynamic logic square that can classify any permutation
of the four categories of alife cycle whose binary operations are opposite, contradicted,
completed, included, excluded, etc. Aristotle’s opposites logic square represent only one
variation of the interest square unity. The Paradox of Russell or Cantor also represents
just one variation of the interest square unity. Hayawic Logic is based upon the
“Unilogic Form” of Alnakari.

These concepts will be applied to the behavioral level test generation problem to
help arrive at asolution. First, we will apply the above definitions to the current problem.
The entity will be test generation. The Rhythmic Sequences will be the level of
abstraction of test generation and the amount of fault coverage. Level of abstraction
varies from the lowest level which isthe transistor level to the highest which isthe
behavioral level. Fault coverage includes the ability to detect the fault given the total
number of faults that exist in acircuit. Thesetwo dimensionswill represent the entity as
a Form Unity which isthe most abstract view. The approach, however, will allow for a
analysis of the different components of the entity at lower levels of abstraction in order to
zoom into the aspects of the problem. Thisis based upon the Form Unity of test
generation being motivated by the Hayawic Interest to redefine or cycle through its
Interest Square Root. Thisisthe universal language which describes the Life Cycle
Interest of the entity which isto achieve its ultimate goal of 100% fault coveragein a
given time period in the framework of the Interest Square Unity.

The Interest Square Unity will serve as the basis for our analysis of the entity
given the four approaches already discussed and will provide us the ability to determine a
new approach to solve the problem. This new direction will be obtained through severa
iterations through the permutations of the four categories of alife cycle whose binary
operations are opposite, contradicted, completed, included, excluded, etc. Using the ISU,
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we can determine what aspects of the existing four approaches are in the exclusive,
inclusive, contradicted, and complimentary categories. We can then isolate those
properties which exist in the inclusive state of each of the four existing approaches and
attempt to incorporate them into the new holistic testing approach. We will aso usethe
ISU to determine if the new holistic approach satisfies all the requirements of the
inclusive state for the ultimate goal of 100% fault coveragein CMOS VLSI. If not, we
continue to iterate the ISU using Unilogic to determine what additional capabilities are
required. We will use this approach to determineif the new (holistic) testing approach
direction can solve the problem of high level fault testing (existence separated approach).
We will then define what the general organization and specific functions are which are
needed to solve the 100% fault coverage problem. Our objective isto determine a
Unilogic form which can help steer further research effortsin the direction which can be
one alternative to achieving the holistic testing approach. The differencesin this approach
compared to the other four will be described and it will be shown how this new holistic
approach direction may be used to analyze and discover the different types of faultsin
CMOS VLS circuits. Lastly, we will discuss what the expected results would be if the
new direction were to be pursued and whether the new holistic approach can be
implemented and what would be required. Also, we will describe what criteria should be
used to test the efficiency and effectiveness of this new holistic testing approach based on
ISU.

Since the ISU will be the primary analysis tool used to help solve the 100% fault
coverage problem for CMOS VLS, it will be described in more detail. The ISU was
developed by the Damascus School of Hayawic Logic and offers a systematic method of
selecting, analyzing, and solving any problem. The ISU can be shown graphically to
contain four global states, with each state representing the possible locations of the entity
initsexistence. It representsalogic in that the state transitions can be made from one
state to another. It can be used as an analysis tool because each state can be used to
represent the factors or perspective of the problem. The four states are shown below:

1. ISOLATING (EXCLUSIVE) 3. CO-EXISTING
(COMPLIMENTARY)

ISU has two coordinate systems. The vertical axis represents inner-outer or low-
high. Thisis used to represent the degree of intensity or the degree of resonance. Inner is
low intensity and is passive movement of interest intensity. The horizontal axis
represents closed-open or negative-positive. Thisis used to represent the degree of
inclusion of othersin the intuitive key interest or degree of circulation (sizing). Openis
extended to having multiple centers of interest and closed is limited to only self centered
interest.

The combination of any of the two terms from the above define the four statesin
theISU. They are:
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* UNIFYING isthe combination of both outer/high and open/positive

* COEXISTING isthe combination of both inner/low and open/positive

* CONFLICTING isthe combination of both outer/high and closed/negative
* |ISOLATED isthe combination of both inner/low and closed/negative

ISU isalogical presentation of the different cycles of an entity. ItisaUnilogic
square containing four cycles of behavior or analysis related and sequenced to each other.
It can be used for problem solving analysisin the following manner: Thefirst stepisto
isolate the problem by defining it. The second step isto find out what is conflicting with
what you want to attain. The third step isto find the co-existing problem which is how or
what are the options that can be used to solve the problem. The last step isto unify the
outcome which is where the components of the problem will be brought together and
solved. The dimensions of the ISU can be changed during the analysis so different
aspects of the problem can be evaluated. The two ISU dimensions are resonance and
circulatory of interests.

Before we apply 1SU to the test generation case, ISU will be used to describe how
it can be used to detect afault. Theisolating state, square one, can be used as afilter to
detect behavior. In the abstract sense, it receives an input, whether it isaword asin
speech processing, an electrical signal asin neural anaysis, or acolor for code
recognition. Initially, the behavior or input is unrecognized, but is processed and if
recognized, can move on to another state. If it is unrecognized, the input remainsin the
isolated state until it can be addressed and resolved. For example, the colors red, yellow,
and green, are universally known input codes for the traffic management application, and
most people can automatically process these inputs and rapidly move them out of the
isolated state. However, thisis not alwaysthe case. A small child who has not yet
learned the meaning of these colors, may receive them at atraffic light and not know
what they represent. Until the child learns how to process them, these inputs can remain
in theisolated state. For most people, the process is so automatic that the time the input
spendsin the isolating state is virtually zero before it is processed and resolved so it can
move into a different state. However, there may be times when atraffic light is
unexpected, or someone isin aday dream, and all of a sudden the traffic light input is
seen by theindividual. If an unexpected red light is seen, thisinput will remain in the
isolating state for a much longer time, until someone considers the options and takes
appropriate action, thus moving the input to another state. However, if atraffic light of
the color blue were seen, people would not know the meaning of this and not recognize
the pattern to determine what course of action should be taken, causing thisinput to stay
in the isolating state. Depending on their response, it can remain in the isolating state or
move into another state.

o« Example of Fault Detection Process Using ISU
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From this simple traffic light analogy, the ISU can be used to analyze the
processing of faults. Faults can be recognized by whether or not they conform to a certain
set of rules. If they do, they can be detected automatically and moved into a different
state. If not, they can remain in the isolated state awaiting further processing for their
detection or they may move into another state incorrectly. Since there are many different
fault types, each fault type can be characterized by a set of filterstailored to detect that
particular fault type. However, new fault types can occur which do not yet have filters or
certain faults may not be detected by the existing filters. These faults require a new
mechanism for detection so the fault coverage rates can increase. The following analysis
will show how faults are processed by the ISU.

Most fault detection algorithms will activate afault site with a specific type of
fault and generate test patterns which will detect that type of fault. The automatic test
pattern generation techniques are usually tailored for specific types of circuitslike
combinational logic, sequential logic, non-scan latches, circuitry around embedded
random access memories, etc. but will result in fault detection if the circuit produces an
output which recognizes the presence of afault. If the ISU isenvisioned as analyzing a
test pattern generation process, the following is the process undertaken.

The output of test patterns are the input to the ISU. Faults will be detected if they
conform to a specific output pattern which detects them. Theisolating state, square 1,
can be viewed asthisfilter. If atest pattern recognizes a known fault, then that fault
moves from sguare 1 to square 4, the unifying state because the fault has been detected.
Squarelisa(-,-) stateinthat it isclosed and inner. Itisclosed (-) inthat it isafilter and
minimizes the degree of inclusion of others—it is afilter and therefore represents a
stopping gate that one must pass through before moving to another state. Itisalso
inner/low (-) in that itsinterest isin the basic unit or fault site, not in the overall circuit.
In contrast, square 4 isa (+,+) statein that it is open and outer/high. It isopen (+)
because it will now include the known faulty behavior with the correct operation of the
other logic in the circuit. It isouter/high because itsinterest isin the overall circuit.
Faults successfully detected in square 1 will move here because the known faulty
behavior can now be integrated (included) into the overall circuit.

Square 2 is conflicting (-,+) and is both closed (-) and outer (+). Test pattern
results which indicate faults that require a second phase test will move to this square.
The second phase test will involve more of the circuit and the potential fault has been
identified for further testing. If the second phase test successful in either identifying the
fault or determining there is no fault, then the fault then moves to square 4. If the second
phase test doesn’t detect afault but afault actually exists at the site, then the fault remains
in state 2 because it represents conflicting behavior. The fault site wastagged as a
possible fault but could not be proven as such. The potential fault siteis now included in
the higher level circuit but can continue to be monitored for faulty behavior.
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Square 3 is coexisting (+,-) and is both open (+) and inner (-). Test pattern results
which do not indicate a fault but when afault actually does exist in the circuit, will end
up here because the fault site isintegrated into the rest of the circuit behavior however,
thereis an underlying inner fault. Thisresultsin an undetected fault coexisting with the
rest of the circuit which may result in faulty behavior.

The process above analyzed how faults initially are detected and handled by test
pattern generation within the existence of the circuit. During the use of the circuit, the
fault behavior may change. This can be represented in the ISU. Each ISU state can be
further broken down into four quadrants, each representing the aspects of the inner-outer
and open-closed behavior but within the given state. For example, the undetected fault
which resides in state 3, coexisting, can be in the upper right hand quadrant if it does not
affect the proper circuit behavior. Inthisway, it isstill coexisting becauseit isan
undetected fault, but within that state it is exhibiting unifying properties. If, on the other
hand, the undetected fault began to negatively impair circuit operation, then that
undetected fault would move to the upper left hand quadrant because it was exhibiting
conflicting behavior.

Also, if anew fault was created such as asingle event upset which is atemporary
change in the value of alogic value, this would move the fault site from the upper right
hand quadrant of state 4 to the upper left hand quadrant of state 4 and then back to the
upper right hand quadrant. So, within state 4, this type of fault would shift from the
unifying sub-state to the conflicting sub-state and back again to the unifying sub-state of
the unifying state because the fault was temporary in nature.

This above discussion was meant to give the reader an understanding of how ISU
can be used to categorize the behavior of individual faults and help determine the
behavior of faultsin the context of the environment of a circuit.

ISU isvery flexible, however. It can be used to analyze different aspects of a
problem. The ISU will now be applied to the abstract test generation case, each of the
four existing approaches, and to achieve a new holistic test generation approach.

* Application of Interest Charge Elements (ICE) to Fault Detection

The concept of ICE can be applied to the ability of atest generation algorithm to
detect faults. According to Alnakari and Rine™; the dimensions of space and time can be
used to analyze the communication process and the way a software specification can
change from initially satisfying the end user, to no longer being applicable once
devel oped because of the aspects of space and time altering the end user requirements.
This same concept can be applied to fault detection. Test generation algorithms once
developed to detect specific types of faults may no longer be effective in detecting new
types of faults or permutations of faults based upon changes in process technology or
design techniques. Therefore, test generation algorithms can be analyzed by the ICE to
determine what problems may be expected to occur over space and time. The entity
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described by a specific test generation agorithm using certain fault models include
Hayawic basic interests involving the two interrelated dimensions of space and time.
Each dimension represents alogical basis for systematic behavior. Time-oriented logicis
arhythmic systematic frequency and space-oriented logic is a size systematic circulation.
These dimensions can used used to determine what causes the test generation algorithm
to be unifying or coexisting in its ability to detect faults and what causes a divergencein
the space and time dimensions to result in isolated or conflicting behavior.

Hayawic Form Unity provides abasic UniLogic Form by which all thingsin the
universe can be represented. Hayawic Form Unity uses two Cartesian coordinates with
the first being the Timing Resonance dimension which is the vertical factor represented as
need or demand rhythm. This can be used to express the desire or goal of the test
generation algorithm to detect as many faults as possible in order to achieve 100% fault
coverage. Thisismeasured in aframework of binary interest roots indicating a high or
low speed of interest resonance. This dimension can be used to determine the percentage
of actual faults detected and represents the fault coverage factor. The second coordinate
isthe horizontal factor which is the Sizing Circulation dimension represented as spacing
of lifeinterest. Thisismeasured in aframework of binary numbers indicated as negative
or positive location of interest circulation. This dimension can be used to measure the
range of fault types tested by the behavioral level test generation algorithm. Positive
implies alarge range of fault types can be supported and negative implies alow level,
such as being able to test for only one or two types, such a SSA fault.

These binary symbols can be represented as signs where one is plus and the other
IS minus on each dimension, since Form Unity has a midpoint as zero or neutral, and the
entity can be represented as a point on the continuum at a certain place displaced from the
midpoint.

The pictoria representation of the ISU is shown below and each quadrant will be
explained in more detail.
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The Resonance and Circulation of Interest produce a Cartesian product forming
Interest Square Unity (ISU). The different portions of the ISU represent different cycles
of interest. In aclockwise direction, square one is the isolated cycle, square two isthe
conflicting cycle, square three is the coexisting cycle, and square four is the unifying
cycle. ThelSU symbolic notation of universal logic will be shown how it represents the
connective symbolic logic. Theisolated cycle of square one has the symbol not-/ for
negation because Resonanceis at alow level and has closed (negative directed)
Circulation. Thisisbecause it represents the process of excluding incoming ICES or
breaking them down by differentiating or diminishing them. Thisisolating operation
represents the inability of a behavioral level test generation algorithm to detect the few
faults that it can support. Thisimplies avery low fault coverage because only a small
number of the different fault types can be tested for and of those, very few can be
detected. Therefore, this square is minus-minus.

The second sguare representing the conflicting operation expresses the union of
aternative interests, either + or -, and thisis where the Resonance is high but it is il
negative or closed circulation. Thisis described as a contradiction and it is an opposing
operation in the form of resistance of the interest charge element input. This extends the
initial negative operation within a paradoxical positive union to partially favor or support
one of two options in anon-stable final stage of interest. We can represent this state with
high levels of fault coverage demonstrated on only a few fault types by a high level of
abstraction test generation algorithm. Although the fault coverage is very high for a small
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number of fault types, there are still many fault types which may go undetected.
Therefore, the overall fault coverage may berelatively low. Therefore, the resistive
nature of certain fault types to detection by this algorithm can be symbolized by the minus
expression and the OR operation. The Cartesian product of square two is minus-plus.

The third square representing the coexisting operation expresses an intersection
because in this cycle the Resonance islow but there is open (positive directed)
Circulation. Thisisacomplimentary operation interest of the entity because it
symbolizes a positive approach which isin harmony with the ultimate goal. This square
represents a high level of abstraction algorithm for test generation can detect many fault
types, it only detects alow number of the actual faults present. Despite the relatively
poor fault coverage, this case represents the supportive and compatible aspects associated
with a technique which does recognize the many potential fault types and is on the correct
path towards supporting the ICE input but requires finer tuning or improvementsin fault
detection and thus fault coverage. The coexisting cycle operation may be symbolized by
the plus expression and the AND operation. The Cartesian product of square threeis
plus-minus.

The fourth square representing the unifying operation is the implication
expression because the Resonance is higher and the Circulation is open (Positive
directed). Thisistheif->then operation related to different cyclesin which the ICEs
should be inclusive, amplifying, and common space interests. The Unifying cycle
operation can be symbolized by * because it is amplifying and multiplying. This square
represents the high level of abstraction test generation algorithm which can detect alarge
number of faults given alarge number of fault types present. So, if thereisafault, then it
probably will be detected for al ICE inputs. The unifying cycle operation may be
symbolized by the times expression and the If-then operation. The Cartesian product of
square four is plus-plus.

As described above, the ISU tailored for analyzing the high level test generation
entity is shown pictorially below:
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Vertical Diemsion: - goal of high level test generation isto detect as many faults as possible
=> determinesthe percentage of actual faults detected and representsthe fault coverage factor.
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The ISU can be viewed as a balanced charge of interest. Two interest charge
elements in the form of positive and/or negative as a Cartesian product but in different
amount of charge notation as (-,-), (+,+), (+,-), or (-,+) are included in every state.

The ISU can further be divided into two modules, with the Positive module
including the (+,-) and (+,+) which consist of a set of three positive ICEs and one
negative ICE in one distinguished module. In comparison, the Negative module includes
(-,%) and (-,-) which consists of a set of three negative ICEs and one positive ICE in one
opposite distinguished module related to the Positive making this balancing.

Each module includes two states of transition where atransition is the transfer
from one state to the other. A transition is actualized when a state is stimulated from an
inside and/or outside event. An event may or may not be effective depending on its ICE
guantity and quality. If thelevel of the chargeis small or causes abiasin filtering the
meaning, purpose, or processing required to make threshold of reception to cause access
into any of the two modules of the ISU, then thisis called the neutralization process.
This Neutral interest element is halted in the filtering process because they are non-
transmittable but provoke a neutral transition which causes no positive or negative
response. This can be considered as either a non-focused or confusing event.

Given ahigh level of abstraction test generation algorithm, it can transition from

one ISU state to another depending on certain factors. If the complex IC isof atype
which only contains one fault type, such as the SSA fault, then the algorithm would be in
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square 2. If however, the same algorithm were applied to another complex IC, such as
CMOS, which contains other fault types, such as the bridging fault, the algorithm would
move to square 3, since it could only detect one fault type and there are many others
contained in the IC. Therefore, the overall fault coverage would be relatively low. As
another example, if ahigh level of abstraction test generation agorithm was designed to
detect all known faults types and successful in determining them, it would be in square 4.
However, if the IC process technology were to change in such a manner asto introduce
new faults types that the algorithm could not detect, then the fault coverage would
decrease and the algorithm would transition to square 3. The Neutral interest element
can be perceived as deviationsin the circuit, perhaps caused by subtle processing nuances
or design changes, which may cause an effect on the test generation algorithm, either
causing it to be slightly more or less effective but not cause any significant change in its
performance, thereby keeping it within its existing ISU module.

The execution of a high level of abstraction test generation algorithm will begin
in the isolated state when no fault types are detected and no fault coverage occurs. Asit
beginsto perform the tests, it will either remain in square 1 or it will move up to square 2
if it starts detecting a large number of only one or two different types of faults. It can also
transition instead from square 1 to square 3 directly if the algorithm can detect many
different fault typesin paralel. If the algorithm is successful in continuing to detect
faults from different fault classes and reaches a high level of fault coverage across the
board, then it will transition to square 4. If the test generation algorithm uses a sequential
approach in testing for different fault types, it can begin in square 1, move up to square 2
after covering alarge number of a certain fault class, then if it begins to detect additional
fault types, it will begin to shift towards square 3 and eventually moveinto it. Oncein
square 3, if the agorithm performs well in covering the additional fault classes, then it
will transition into square4. The actual path transitioned through the ISU by the
execution of the high level of abstraction test generation agorithm will depend on how it
is designed to detect faults, whether it focuses on one type first and once completed with
that type begins testing for another type of fault (sequential fault type execution), or if all
faults types are tested at once (parallel fault type execution). The path transitioned
through the I1SU described in the previous example by a sequential fault detection
algorithm is shown below.
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ONE EXAMPLE
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Now each of the 4 approaches will be analyzed using the ISU, as follows:

* Approach 1-B-Algorithm: A Behavioral Test Generation Algorithm

Critical Analysis

The degree to which gate level and process level faults are captured is not clear
with this approach. First, no quantitative fault coverage numbers were given—ijust that
the fault coverage numbers were better than the previous Behavioral Test Generator
(BTG) approaches. Secondly, whereasthe BTG uses goal trees this approach leverages
off the D-algorithm which finds test patterns for any single stuck at fault in any non-
redundant combinational circuit. The extensibility of some of the underlying assumptions
when applied to VLS| may be questionable. Thirdly, not all VHDL constructs like loop
statements were considered because of the degree of complexity in generating tests for
them. Lastly, the micro-operation fault is based upon two premises; the decoder error
can change an add to subtract or a defect on the carry out line. A decoder error can
change an add to a number of operations, not just a subtract and depending on how the
adder isimplemented, you would need to either complement one operand and add a carry
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onein 2's complement to change an add to subtract—not a single fault on a carry out line
to change an add to a subtract. For a sum of products implementation, you would have to
complement one of the operands to each of the carry outs so thereis not agood
correlation between defects and some of the behaviora level faultsin this approach.

Since the above critical analysis V@S performed, the B-X TPG Algorithm, based
upon the B-Algorithm, was implemented™-on several simple circuits and on afew
benchmark circuits. The fault coverage results ranged from 76% to 100% on the
benchmark circuits. These results were obtained by generating faults for the circuit based
upon its VHDL description and determining which of the faults could be detected. Since
the B-X Algorithm implementation code was not available in time for this project, only
the original B-Algorithm will be analyzed with ISU.

ISU Analysis

The B-agorithm assumes the behavioral fault model is asingle fault model which
means that only one behavioral fault occurs at any one time. The B-algorithm generates a
test for agiven fault through fault activation. This consists of creating a good/bad value
pair at the fault site, propagating the good/bad value pair to a primary output and
justifying the conditions necessary for the activation and propagation to primary inputs.
The B-algorithm consists of three phases: initialization, first test, and second test.

During initiaization, al signals are set to x, the two-phase flag is reset, and can
perform circuit initialization. The two-phase flag indicates that two-phase testing is
required. During the first phase, good/bad value pairs are created by activating the
specific fault type under consideration and the algorithm performs the completion
procedure appropriate for that particular fault type. If no flag for two-phase testing is set
and thefirst test phase is successful, the algorithm reports success and stops. If thisfirst
phase is not successful, failure is reported and the B-algorithm stops.  Two phase testing,
atesting strategy where a fault is detected using two consecutive test sequences, is
performed only if the two phase flag has been set during initialization. If so, a new
good/bad value pair is created If tI'H'jsecond phase is successful, the B-algorithm reports
success, otherwise it reports failure.

The execution of the B-algorithm will begin in the isolated state when no fault
types are detected and no fault coverage occurs. The B-algorithm generates fault test
sequentially because only one behavioral fault can exist at any one time. It probably can
generate tests for any one of the 3 behavioral fault typesin any order. Assuming a
random distribution of the order of the fault types tested, the cumulative results of the
algorithm will move from square 1 toward square 3 with a positive slope. If it can detect
alarge number of faults, it will go to the upper region of square 3 and start to enter square
4, till with apositive slope. When the second phase tests are performed, the algorithm
can continue increasing it’s fault coverage and end up in square 4, still with a positive
slope. Since the algorithm may not be successful in all phases, or in any phase, it may
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stop execution of that particular fault type at the specific location under test. The
diagram below shows the B-Algorithm aggregate example.

B-ALGORITHM AGGREGATE EXAMPLE

HIGH/ INTEREST SQUARE UNITY (1SU)
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M
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CLOSED/ SIZING OPEN/
NEGATIVE POSITIVE

The algorithm during its execution actually is comprised of segments, with one for
each fault type tested at each location. So, if 100 fault sites were tested for the same type
of fault, ie. abehavioral stuck at (BSA) fault, 30 sites may fail the first phase test, each
segment created by the algorithm test for a specific fault at a specific site with the
execution aborting after afallure is reported. This means that the segment never got out
of square 1. In that case, 30 short segments remain within square 1. If the remaining 70
sites report success after the first phase test and only 20 sites set the two-phase flag, then
those 50 complete successes can be represented by longer individual segments starting in
square 1 and ending in square 2. They end up in square 2 and not square 3 because we
are still only testing for one type of fault. If only 10 of the 20 sites report success after
phase two testing, then those segments end up in square 2, otherwise, the failures end up
in square 1. But as the algorithm starts testing for the two other fault types, although each
fault type ISU performance would be represented similarly to the case just described, the
aggregate agorithm performance will shift right into squares 3 and 4 due to the increasing
numbers of fault types detected and the improved fault coverage. Since no specific fault
coverage figures were provided, it is not clear whether the algorithm will end up in square
3orinsguare4. The diagram below illustrates the execution of asingle fault type at
multiple fault sites as described above.
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B-ALGORITHM TEST OF ONE FAULT
TYPEAT MULTIPLE SITESEXAMPLE
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. Approach 2 - System Level Fault Simulation

Critical Analysis

This approach injects faults by modifying the VHDL code in the presence of a
fault. It caninject any fault aslong asit isavailablein VHDL. The process alters the
normal kernal process by breaking up the process into segments with only one segment
per processis queued or active, the rest are waiting or non-queued. This segment
approach alows input and output signals to be perfectly defined whereas in a process they
depend upon await statement in which their execution is resumed. Segment outputs
depend solely on inputs. This approach is similar to alogic gate level fault ssmulation.
When a segment can model both afault and a fault-free case, it remains a single segment.
If not, it is broken into two segments. An example using four segments with afault
injected into segment two and another fault injected into segment four resulted in 100%
fault coverage by identifying both faults by the execution of the fourth segment. Fault
coverage numbers of 100% appear to be unrealistic for larger numbers of segments and
were obtained using avery simpletest and a longer run was needed to develop more
realistic fault coverage numbers.. The fault coverage may degrade if more complex
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devices were tested. Overall, this approach has merit because it occurs at the VHDL level
but the fault injection success depends on the quality of the fault modelsused. This
appears to be an efficient process but more analysis is needed to determine the effect of
breaking the process into segments and what effect loops and changes in the flow of
control have on the execution and fault simulation.

ISU Analysis.

This simulation uses a VHDL description of the circuit plus VHDL descriptions
of the faultsto be injected into specific pointsin the circuit. Each fault injector can
represent multiple faults so concurrent fault simulation is supported. For example, one
stuck-type fault and one architecture fault can be inserted into aVHDL description of a
NOR logic gate. This combination would be considered as a single fault by the fault
simulator but in actuality would represent several different fault types. The concurrent
fault simulation simulates the system using the segments from the fault-free model.
When a segment having a different code for specific faults is encountered, both codes are
executed resulting in signals generated from both the faulty and the correct model. The
first step in the fault simulation processis to extract the segment. The segment
description is then modified by fault injectors. Then, the ssmulation begins. The
simulation begins with the initialization phase during which time the objects take on their
initial values and those segments which are associated to the begin statement are
activated. After the first ssgment completes its execution, the next segment to berun is
enqueued. If theinjected fault affects the second segment, then both the faulty and fault-
free versions of the second segment are enqueued. They can each produce different
results and can enqueue different next segments. Therefore, one path will have a faulty
output and the other will have afault free output. This process continues until either the
objects OE]he faulty and fault-free models take on the same value or when the fault is
detected.

Applying the ISU technique to analyze this system level fault simulation
approach, upon execution start, this approach will begin in the isolated state when no
fault types are detected and no fault coverage occurs. Assuming that multiple fault types
have been injected into the VHDL code since this approach can support concurrent fault
simulation, this process will move from square 1 quickly into square 3, with avery small
positive slope. Asit continues to perform the fault tests, it will move up within square 3
asit starts detecting alarge number of different types of faults. If the algorithmis
successful in continuing to detect faults from different fault classes and reaches a high
level of fault coverage across the board, then it will transition to ahigh level in square 4.
This path is shown in the figure below. If high fault coverage is not achieved, then the
algorithm will end up either in square 3 or on alower level of square 4.
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SYSTEM LEVEL FAULT SIMULATION EXAMPLE
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* Approach 3 - Behavioral Test Generation Using Mixed Integer Non Linear
Programming

Critical Analysis:

This technique starts with a behavioral level description and trandlatesit to a
control data flow graph where nodes represent sequences of executable instructions and
arcs represent the flow of control between nodes which is then mapped to an RTL
structure and schedule. This includes hardware modules like registers and functional units
and their interconnections and the operations performed by each hardware module in each
clock step. This approach leverages off the path tracing and symbolic execution
techniques used in the software domain for over 20 years and applies them to hardware
testing by linking it with hardware information from high level synthesis. Test Vectors
are generated from the control data flow graph and RTL descriptions by modifying the
conditions under which amodule is to be tested to reflect a fault and those conditions are
transformed into a mixed integer non-linear program to be solved by a commercia solver
like GAMS. The shortest path algorithm was used to both sensitize the fault and module
and to propagate it to primary outputs. Two circuits were tested: differential equation
high level benchmark and a greatest common divisor. Results showed roughly an order
of magnitude improvement in execution time compared with gate level test generation
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results. And as bit widths increase, much better fault coverage occurred compared with
gate level test generation methods. The only limitation was that only faults with single
test patterns, such as single stuck at faults and bridging faults were supported. Delay
faults were not supported because they require two test vectors. Also, only faultsin the
data path were tested, not faultsin the controller. In addition, fault coverage in the gcd
was 83-85%. Lastly, thistechniqueisinefficient for CISC microprocessor circuits
because after instruction decode, there are too many search pathsto arrive at atimely
solution. However, several faults were not detected by Behavioral Test Generation tool
(BTGen) because the faults could not be propagated through the controller to a primary
output. If they were, the test generation times would be longer. The circuit used for
comparison was the diffeq high-level synthesis benchmark for which they generated test
vectors for all single stuck-at faults for each bit of the 11 registers. This circuit employed
arelatively simple controller resulting in short test vector sequences. A more complex
controller would have skewed the results due to the weakness in BT Gen for propagating
faults through the controller.

ISU Analysis.

This behavioral test generation techniques has two major steps. These include:
one, generating conditions, and two, generating test vectors. Thefirst step obtains the
conditions under which a module can be tested. The second step modifies the conditions
to reflect afault in the circuit depending on the selected fault model and the conditions
are transformed into a mixed integer non-linear program (MINLP) and are solved using a
commercial tool. The work as published was limited to only testing for faults within the
datapath and not the controller so the total number of faults will not be detected. Fault
sensitization identifies the conditions required on the primary inputs to sensitize afault in
the module under test. A shortest path algorithm is used to minimize this path. The next
step isto find a path which can be used to observe the fault at some primary output and
must propagate the faulty value based on the other signalsit will encounter. Again, a
shortest path algorithm is used to propagate this sensitized value. Both of these shortest
paths result in a compl ete test path from the primary inputs to the primary outputs. This
process of fault propagation and sensitization does not assume any fault model and the
conditions generated are valid for a fault-free circuit. These conditions can be modified
to reflect any fault requiring asingle test pattern. To excite the fault. Therefore, single
stuck-at faults and bridging faults can be supported. Faults requiring a sequence of
patterns, such as delay faults, cannot be supported. The conditions are modified to reflect
afault by introducing two symbolic variables to represent the good and faulty value of the
fault site in the selected module and all subsequent conditions are updated to reflect the
fault. A new GAMS (commercial MINLP solver) model has to be generated for each
fault in each module in the R'EIal description. Solving all the GAMS models produces all
the test vectorsfor the circuit.

The execution of this behavioral test generation algorithm will begin in the
isolated state when no fault types are detected and no fault coverage occurs. Asit begins

35



to perform the tests, it will remain in square 1 and not move into square 3 because it can
only detect alimited number of faults—those requiring asingle test pattern. Asit starts
detecting alarge number of only one or two different types of faults, it can transition from
square 1 to square 2. If the algorithm is successful in continuing to detect faults from the
few fault classesit can support and reaches a high level of fault coverage it will transition
to ahigher level in square 3. Because the algorithm cannot detect faultsin the
controller—it can only detect faults in the datapath—it will never reach the highest levels
of square 2 because it cannot detect all the faults that exist in the circuit. The path
transitioned through the ISU by this algorithm is shown below.

BEHAVIORAL TEST GENERATION
USING MINLP EXAMPLE
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* Approach 4 - Test Synthesisin the Behavioral Domain

Critical Analysis:

This approach which inserts BIST into the VHDL design and after high level
synthesis, using RTL and behavioral information, produces a hardware description which
can be run in normal or test mode, selected by a switch. Instead of segmenting the
structure in the datapath, they maintain it as awhole by placing atest pattern generation
register at the input and shift registers at the output, to test for faulty behavior. This
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concept, which modifies the VHDL code, certainly employs DFT at the behaviora level.
Overdl, this approach results in amore easily testable design and allows the testability of
he complete physical implementation of the behavioral description including the data
path, controller, and interface between them. Drawbacks include increased area and
decreased performance overheads which may not be acceptable to large, complex ICs.
No specific fault models were specified so faults were detected from deviations from
correct operations. The fault coverage was dependent on how well the BIST test vectors
were selected in determining the faults.

ISU Analysis.

This technique inserts BIST into the VHDL description and generates a test
behavior supporting both the datapath and the controller from a given design behavior.
Thisis accomplished using three test sessions. The first test session detects any faults on
the reset lines of flip-flops to determine if any faults would prevent proper initialization
of the state. The second test session uses a behaviora test scheme to detect faults within
the datapath. Thisis donein both design and in the test mode. The design mode is used
to ensure the multiplexors that switch between the two modes are fault free. Thethird
test session tests faults in the combinational logic of the controller. Thisincludesthe
state and the control signal logic. Thistechnique alows for a high fault coverage in both
the datapath and the controller. No mention was made of the types %faults detected but
very high fault coverage figures, approaching 100%, were achieved.

The execution of this test generation algorithm will begin in the isolated state
when no fault types are detected and no fault coverage occurs. Asit beginsto perform
the tests, it will move quickly to the right from square 1 to square 3 as it executes the first
test session. However, it will stay very close to the bottom of these states sinceiit is only
detecting initialization faults but appears to test for many different types of faults. Onceit
enters the second test session, it will quickly rise through square 3 and into square 4
beacuse it istesting the datapath. Since the datapath represents the majority of the circuit,
it should contain the magjority of the faults. Since the algorithm achieves high fault
coverage, the algorithm quaickly changes state.. When it begins to execute test session
three, it will rise dightly more within square 4 and approach the upper right hand corner.
This slow rise occurs because although there is high fault coverage, the controller
represents only a small portion of the logic of the circuit and therefore would contain only
asmall number of faults. This algorithm progressing through the ISU is shown in the
diagram below.
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TEST SYNTHESISIN THE BEHAVIORAL
DOMAIN EXAMPLE
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* Results

Based upon the ISU analysis of the four previous approaches, the following graph
pictorialy displays the ending ISU state of each algorithm execution, and the vertical
height it was able to achieve within each state shown as a percentage. All but the third
approach ended in state 4, the unifying state but the height within the state was different
for al. Not shown on the graph is the horizontal displacement within each state. This
would indicate which sub-state within the ending state each technique arrived at. The
third approach ended up in the conflicting state because it could only detect a small
number of fault types, which was the sizing dimension analysis criterion.

Overall, the results are promising with the best ISU performance, given the
criteria, achieved by the fourth technique. However, this fourth technique, despite high
fault coverage data, did result in circuit performance degradation and an increased area
penalty, which may not be desirable factors.
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The results from this ISU analysis have shown the different paths each technique
employsin the process of determining how many faults can be detected in acircuit. By
better understanding afault and fault detection techniques through an ISU analysis, better
fault coverage can be achieved. Although it isout of the scope of this paper to develop a
new holistic fault detection technique, afew starting points for further ISU analysis will
be discussed as away to achieve 100% fault coverage for CMOS VLS.

* New Hoalistic Approach Direction

The ISU uses the following operators. +, -, *, and ‘/’. It also usesthelogical
operators AND, OR, IF THEN, and NOT. Two of the approaches analyzed above,
Approach 1: the B-Algorithm (implemented by the B-X TPG Algorithm) and Approach
4: Test Synthesisin the Behavioral Domain can be modified and combined to include the
ISU techniquesin order to test for faults. The entire ISU can be applied to test for faults.
It can perform four tests on afault site, AND, OR, IF THEN, and NOT. If the result for
each test passes, then the result is 100% fault coverage and enters the unifying state. If
only three of the four tests pass, then the result is still 100% because of the majority vote
and the result also enters the unifying state. If only two of the tests are passed, then the
result enters the coexisting state. Lastly, if only one test is passed, the result enters the
conflicting state. If no test is passed, then the result enters the isolating state. All entries
in the isolated state are regarded as afault. The entriesin both the conflicting and the
coexisting states are regarded as potential faults and may need a second phase test to
confirm this.
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The hardware to implement the ISU is an arithmetic logic unit (ALU) and can be
described in VHDL by the following form for a 1-bit input where we have implemented
the IF THEN case as an exclusive NOR (XNOR):

ENTITY aulS

PORT (A,B: IN bit_vector (0);
FSEL: IN bit_vector (0);
F. OUT bhit vector (0));

END au;

ARCHITECTURE data flow of alu IS
BEGIN
process (A,B,FSEL)
BEGIN
CASE FSEL IS
when “00"=> F<=NOT A;
when “01"=> F<=A+B;
when “10"=>F<=A AND B;
when “11”=>F<=A XNOR B;
END CASE;
END process;;
END data flow;

This can be implemented in the circuit as part of the test mode, similar to
Approach 4 above so that a switch can determine when the circuit will operate in the test
mode and perform the ISU testing. Otherwise, the circuit can operate in the normal
mode. There will be a hardware penalty for inserting the ISU test structures, but the
intent is to minimize the area penalty. The locations for inserting this structure will have
to be chosen carefully and ensure enough signal lines can be connected to it without
impairing the performance of the circuit.

A simple example of how this can be implemented is shown below. A follow-on
research project will need to perform the appropriate analysis and implementation
considerations to determine how best to optimally insert the ISU technique into ICs for
test pattern generation and fault detection and which fault types can be supported.
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FSEL

F ALUIMPLEMENTATION

Totest for x stuck at 1 (SSA1), set x=0, which means set A=0in the ALU for the
Good value and B=1 for the Bad value (as in the G/B pair of the B-Algorithm). The
following are the function select signals:

FSEL F

00 NOT A
01 A+B
10 AoB

11 A XOR B

We get the following output the ALU operation:

A B NOTA A+B AoB A XNORB
0O O 1 0 0 1
0 1 1 1 0 0
1 O 0 1 0 0
1 1 0 1 1 1

If we let the ALU be a built-in test structure, for an asignal to be tested for a
single stuck at 1 fault (SSA1) we apply an input on x=0. The x signal lineistied to the
ALU A input. Wealso apply an input of B=0, which is opposite to the fault we are
testing for on x. The result will be an output which differsin three values from the four
values of the correct output if the x signal lineisstuck at 1. This means that the SSA1
fault was 100% coverage and the result goesinto state 4, unifying, of the ISU.

We can also test for asignal linewhich isstuck at 0. For example, if A isstuck at
0, we apply the opposite value on x which would bea 1. We also apply the 1 to B which
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isthe opposite of the fault we are testing for. If x is stuck at O, then the output will differ
by three out of four values from the correct output. This means that the SSA 1 fault was
100% coverage and the result goesinto state 4, unifying, of the ISU.

To determine the testing result automatically, we can implement another ALU
which receives the correct input values. The output from the correct ALU can be
exclusively OR'd (XOR'd) together to thetest ALU. Performing 4 testswill result in
four output values from each ALU. If we XOR the outputs from each ALU, we will get a
“1” when one of the tests produced an incorrect result. In the above cases, we will
receive 3 out of 4“1's” meaning that 3 of the 4 tests did not pass. This means that the
fault was detected and the result can enter the ISU unifying state.

Obvioudly thisis one application of 1SU to test pattern generation and fault
detection. Much more analysisisrequired to seeif thisisan optimal approach and how it
would best be implemented. Consideration of hardware area penalty, signal line routing,
fault types supported, fault coverage, etc. al have to be taken into account. After
performing this analysis, a better way may be found to apply 1SU to fault detection. But
thisrequired analysis is beyond the scope of this paper and could be performed as a
follow-on study.

Conclusion

Asthe feature sizes of CMOS technology are further reduced to achieve faster
performance, to pack more transistors on an integrated circuit, and to reduce the power
dissipation, the physics of the transistor can change and hence the possible fault
manifestations. Faults may occur due to changes in device operation caused by the higher
electric fields encountered in smaller channel length devices. New ways to determine
faults and to improve fault detection techniques and fault coverage are required.

This paper applied the ISU analysis technique to several different test pattern
generation approaches. It was also used to analyze the fault detection process. It
provided insight as to how the different fault detection algorithms processed faults and
their comparative performance based upon two evaluation criteria.

This paper determined that there may be anew (holistic) testing approach that can
incorporate different functions that are currently applied in the existing methods. It istoo
early to tell without further rigorous analysis as to whether the new I1SU (holistic) testing
approach can solve the problem of high level fault testing. There may be away to
implement aspects of I1SU in hardware as a built in self test techniques as part of ahigh
level design of acircuit and implement it in atest mode. A review was provided for the
general organization and specific functions which are needed to solve that problem.

Unilogic form may be one alternative to achieve the holistic testing approach. A

comparative analysis is needed once the details of this new holistic approach are
devel oped to determine what differences in approach can be achieved based on this new
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logical approach and how can it be used to analyze and discover the different types of
faultsin CMOS VLS circuits. A very simple example was provided asto how it may be
implemented and but more study is needed to determine what isrequired. Further
analysisis necessary to identify what criteria should be used to test the efficiency and
effectiveness of this new holistic testing approach based on ISU.
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Appendix A - Key Conceptsaand Ter msEI

VHDL - isan acronym for Very High Speed Integrated Circuit (VHSIC) Hardware
Description Language. VHDL isahigh level of abstraction language for describing
general digital hardware device. It isindependent of the technology or methodol ogy used
to build the device. The general VHDL model contains three interdependent submodels:
the behavioral model; the timing model; and the structural model, which are integrated
into the single VHDL device description. Each sub-model will be described as follows:

Behavioral Model - Each operation is a process and the pathways in which values are
passed are signals. The discrete system used to model adigital device is contained within
adesign entity, which is comprised of 2 parts: an entity declaration and an architectural
body. The interface defines the inputs and outputs of the device and the body defines the
discrete system used to model the device.

Timing Model - Thisis based on a stimulus-response paradigm. When thereisa
stimulus, the model responds and then waits for more stimulus. When a process
generates a value on the data pathway, it may also designate the amount of time before
the valueis sent over the pathway. Thisis scheduling atransaction after a given time.
The collections of transactions fro asignal is called the driver to the signal. The driver is
aset of time/value pairs which hold the value of each transaction and the time at which
the transaction should occur.

Structural model - The decomposition of the device into functionally related sections.
Many digital devices are designed by tying (wiring) together many subdevices. Each
subdevice is a discrete system onto itself. The outermost data pathways of a discrete
system are defined by the interface to the digital device which is defined by the entity.
When a discrete system ties together two subsystems, it is really connecting a data
pathway from one subsystem to the data pathway to the other subsystem. These
connections are called ports. The definition of a port represents a declaration of asignal,
and therefore, a data pathway.

Hardware structure - includes the component, the port, and the signal.

Component - isthe basic building block of the hardware description, and can describe a
gate, chip, or board, or any level of the device being described.

Port - isthe component’ s point of connection to the outside world, the point through
which data flows into and out of the component.

Signal - tiesthe behaviora view to the structural view. It isan abstraction of a hardware
wire. The signal holds changing data values and also connects the subcomponents at their



ports. The signal isthe path from one component to another component, along which
data flows.

Design entity - isthe VHDL representation of acomponent. It iscomprised of an entity
declaration and an architecture body.

Entity declaration - provides the external view of the component and describes what can
be seen from the outside, including the entity’ s ports. The following is an example of a
half adder entity declaration which declares 2 in ports and 2 out ports:

--The entity declaration
entity half_adder is

port (

X: in Bit;

y: InBit;

sum: out bit;

carry: out bit);
end half_adder;
X-----/  Half_adder J-menme sum
y-----/ fmenem- carry

Architecture Body - provides the internal view. It describes the behavior or the structure
of the component. The half _adder behavior is described below:

--the architecture body
architecture behavioral _description of half_adder is

begin
process
sum <= x or y after 5 ns;
carry <= x and y after 5 ns;
wait on X, y;
end process,
end behavioral_description

The architecture body has a process statement containing 2 signal assignment statements
and await statement. The wait statement suspends the process until there is an event on
either of the signals x or y, at which time execution resumes at the top of the process
Statement.

Structure - is described in VHDL by declaring the signals and connections to the ports of
the subcomponents. The connections are specified in component instantiation statements.
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The component instantiation statements name a component that has been declared in a
local component declaration.

Built-in Test Techniques - test techniques incorporated into the design of a system

Component defects - physical imperfections or flaws in an electronic component

Concurrent test technigues - test techniques that can be performed while the system is
operating normally

Controllability - the ability to set aline to a specific logic value

D-algorithm - an algorithmic approach to implement the process of path sensitization and
guarantees to find atest pattern for any single, stuck-type fault in any non-redundant,
combinational circuit, provided the algorithm is allowed to execute for a sufficient length
of time. It isamethod of implementing the forward drive and backward trace processes
of path sensitization. These are called the D-drive and the consistency operation,
respectively. It usesthe pdcf and pdc for the D-drive.

Design for testability - the process of including special features to make adevice easily
testable

Dynamic test - atest of the timing characteristics of adevice

Elaboration - Every time the subprogram is called, the VHDL code is elaborated, with
different faults being injected. This produces dynamic fault injection.

Error - occurrence of an incorrect value in some unit of information within a system

Essential test pattern - atest pattern that detects at least one fault that no other test pattern
detects

Fault - a physical defect, imperfection, or flaw that occurs in hardware or software

Fault detection - the process of recognizing that a fault has occurred

Fault Detection (or Test) Experiment - a collection of test patterns used to determineif a
deviceisfaulty or fault free

External Test Techniques - test techniques that normally require test equipment outside of
the device under test

Fault detection table - a table containing one row for each input combination and one
column for each fault. The entriesin the table specify ahich input combinations detect
which faults.
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Fault dictionary - atable that shows the response of a circuit to each test pattern under
fault-free conditions and when each possible fault is present

Fault location experiment - a set of test vectors used for detecting and locating faultsin a
circuit

Fault location table - a table containing one row for each input combination, one column
for each fault, and one column for each pair of faults. The entriesin the table identify
which faults are detected by which input combinations and which pairs of faults are
distinguished by the input combinations.

Fault testing - the process of checking for physical hardware faults

Functional testing - verification that a device performs its design-specified operations

Indeterminant fault - a fault whose status changes from time to time

Instancing - The number of faultsinjected will be the same as the number of call
statements in the subprogram. For each call statement, the same fault is always
generated. This produces static fault injection.

Intermittent fault - a fault that appears, disappears, and then reappears within a system

Logical stuck-fault model, single stuck at (SSA), single stuck fault (SSF) - a
representation that assumes all faults will appear aslinesin the logical diagram being
physically stuck at alogic 1 or logic O value

Observabhility - the ability to propagate the value on aline to an output where the value
can be viewed

Parametric testing - verification of characteristics such as timing parameters

Path sensitizing - process of propagating asignal through alogic circuit to a primary
output

Primitive D-cube of fault (pdcf) - atest pattern for alogic module that brings the effect of
afault within the module to the modul€’ s output

Propagation D-cube (pdc) - an input combination for a module that forces the module's
output to be dependent upon one of the modul€’ sinputs

Scan design - adesign for testability method where al flip flops are connected to form
one or more shift registersto allow easy controllability and observability of internal
points within acircuit
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Sharing - All calls execute the same code, in which only one fault isinjected. This
produces static fault injection.

Signature Analysis - atest procedure where the response of a device over aperiod of
time is compressed into characteristic values called signatures. The signatures of a device
under test are compared to those of a known fault-free device.

Static test - atest of the steady-state characteristics of adevice

Stuck-open fault - aphysical fault resulting in the output of a gate depending on the
present input and the previous output

Transistor stuck-fault model - a representation that assumes all faults will appear as
transistorsin the circuit diagram being physically stuck on or stuck off

Test, Test Pattern, Test Vector, or fault Detection Test - a primary input combination that
causes a device to produce an erroneous output when afault is present

Testability - the ability to find test vectors for faults on a specific line

Test pattern generation - the process of determining a set of test patterns

Unilogic - isalogic which affords away to reason about Rhythmic Sequences of an
entity.

Rhythmic Sequence - isthe universal vocabulary of Form Unity that can be represented
by binary symbols.

Form Unity - is the simplest and most abstract form of any entity, representing the
Hayawic Interest, ie. The Hayawic form.

Hayawic Interest - is the dynamic containing form of an entity, ie. That interest motivated
by need in time to define or to recycle its Interest Square Root.

Interest Square Root - isthe universal vocabulary used to define any Life Interest Cycle of
an entity, including the binary operations of negative/positive, inner/outer, mono/poly,
open/closed, extreme/moderate, partial/total, etc.

Life Interest Cycle - isthe system that an entity uses in order to achieve an ultimate goal
in agiven time period in the framework of the Interest Square Unity.

Interest Square Unity - is adynamic logic square that can classify any permutation of the
four categories of alife cycle whose binary operations are opposite, contradicted,
completed, included, excluded, etc. Aristotle’ s opposites logic square represent only one
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variation of the interest square unity. The Paradox of Russell or Cantor also represents
just one variation of the interest square unity. Hayawic Logic is based upon the
“Unilogic Form” of Alnakari.

49



Appendix B - Dﬁcription of Recent Design for Test Tool
| mplementation

Some of Mentor Graphics DFT tools are described briefly below.
* FastScanTM

FastScan, the industry's premier automatic test pattern generation tool, creates high-
quality testsfor ASICs and ICs using full or structured partial scan. FastScan extends its
already proven production design capabilities with new support for both Verilog and
VHDL, along with a new graphical interface. FastScan utilizes its unique Scan Sequential
technology and supports all of the predominant fault classes found in manufacturing
defects. FastScan generates test patterns for critical paths and IDDQ, as well as devices
designed with boundary scan. In addition, FastScan simulates and fault-grades devices
with built-in self-test structures.

e QuickFault II:

Supercharge your fault simulation speed with QuickFault 11, our high-performance,
timing-based fault simulator for ASIC and board designs. Based on the QuickSim 11
engine, QuickFault 11's deterministic concurrent fault simulation runs 10 times faster than
competitive fault simulators. QuickFault |1 helps ASIC and board designers fault ssmulate
in the timing domain, a common requirement for asynchronous designs. QuickFault 11
supports the full range of board model types, including gate-level, behavorial, and
hardware models. It models both pin-level and net-level fault types and generates afault
dictionary. And you can use the same ASIC model libraries with QuickFault Il that you
use with QuickSImTM I1.

e DFTAdvisorTM

Greatly improve your IC and ASIC design testability with DFTAdvisor. DFTAdvisor
speeds your test efforts by automatically inserting full or partia internal scan and test
logic structures into your design. Its exhaustive testability analysis identifies and corrects
test problems before test generation and automates scan synthesis. The results are
maximum ATPG effectiveness while addressing testability analysis early in the design
process to avoid costly downstream fixes. DFTAdvisor adds Verilog and VHDL to its
suite of design databases. Its new graphical user interface guides you through testability
analysis and optimized scan insertion. Finally, DFTAdvisor executes a comprehensive
rule checker to ensure that any remaining testability problems are identified before test
generation.

e  QuickGradeTM lI
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With QuickGrade II's rapid and responsive fault grading, you can measure test vector
coverage any time during the design cycle. QuickGrade Il applies probabilistic methods to
the results of logic simulation to generate an accurate list of undetected faults and an
estimate of total fault coverage. Because runtime is faster than deterministic fault
simulation, you get timely feedback for test pattern and testpoint development. Its
patented high-level modeling technology supports built in primitives, as well as
behavioral and hardware models. The SimView graphical user interface displays
QuickGrade Il results on the schematic for fast comprehension.

Price and Availability - CTIntegrator will be available in May of 1998 starting at $30,000
per seat. Support for HP-PA, Sun SPARC, and Windows NT industry-standard
workstations will be provided upon initial shipment. Mentor Graphics DFT will be
working with teacher customers throughout Q1 1998.

e LBISTArchitect

Automatically generate built-in self test (BIST) circuitry for your ASIC, IC and core
designs with LBISTArchitect. LBISTArchitect automatically adds BIST structures and
generates acomplete RTL description of the BIST controller, pattern generator and data
compressor. LBISTArchitect alows you to analyze and add BIST testability to a core
design, synthesize the BIST logic, fault simulate the design and generate the good-circuit
signature. LBISTArchitect contains unique patent-pending technology to provide very
high fault coverage with very low-impact on-the-core design. LBISTArchitect generates
RTL code synthesizable with Synopsys Design Compiler and Mentor Graphics
AutoLogic II. And it isintegrated with BSDArchitect and DFTAdvisor to provide
acomplete 1149.1 BIST solution.
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Appendix D - List of Sources Contacted and Information Provided for
this Proj ect

Since starting this project, the following people were contacted and why are listed below:

Apr 98: Contacted Dr. Jim Armstrong, Virginia Tech, to seeif the B-Algorithm is being
used commercially (it was not) and if it was ever implemented. He said that it had been
implemented in Verilog and Elena Gramatova has also implemented it. He said there
may not be as much of a need for test generation at the behavioral level because of some
of the good fault coverage results current commercial tools were achieving.

20 Apr 98: Contacted James Hanna, Air Force Research Laboratory, 315-330-3473, to
find out what work was being supported in the area of fault injection/simulation in VHDL
simulators and in devel oping and evaluating fault models for RTL level/behavioral
VHDL. Thiswork isbeing done at UVA. Thework will continue through Sep 98 but
after that the laboratory will stop funding it because they eliminated the reliability section
in the laboratory during a restructuring and this is where the fault work was being done.

23 Apr 98: Contacted Michelle Kuyl, Technical Marketing Engineer, Mentor Graphics,
503-685-1768, and found out that enhancements were being made to FastScan to include
bridging fault ATPG and this functionality will be available by 4Q98. Also, FastScan
uses the parallel Pattern Single Fault Propagation (PPSFP) agorithm which first performs
random pattern generation by fault simulating blocks of generated patterns until it no
longer finds avaluein that process (if the random patterns don’t detect at least 0.5% of
the remaining faults). Then it switches over to amore intelligent approach to fault
detection (deterministic ATPG) using the same algorithm. FastScan has severa different
ATPG engines within it, each targeted at different types of circuits. It handles non-scan
latches, sequential circuitry of limited depth, circuitry around embedded RAMS, tri-state
logic, etc. FastScan has been used in production designs of over 4 million gates with
coverage of 99%+ fault coverage.

May 98: Received acopy of Elena Gramatova s paper on the B-X agorithm and her fault
coverageresults. Sheisfrom the Institute of Computer Systems, Slovak Academy of
Sciences, Bratislava, Slovakia. | also requested a copy of the code she used for a small
circuit to implement the B-X Algorithm but | have not yet received any response from her
on this.

! Cheng, Kwang-Ting, Shi-Yu Huang, and Wei-Jin Dai, “Fault Emulation: A New Approach to Fault
Grading”, p. 1

2 According the Mentor Graphics DFT web page, located at http://www.mentorg.com/dft

3 McCluskey, E. J. “Quality and Single-Stuck Faults’, International Test Conference, 1993, Paper 29.4, p.
597

* Soden, Jerry M. and Charles F. Hawkins “Quality Testing Requires Quality Thinking”, International Test
Conference, 1993, Paper 29.3, p. 596
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Company, 1989

% From Mentor Graphics Design For Test Group Web Page. For more information about Mentor Graphics,
contact: Amy Malagamba at 503/ 685-1301and at amy_malagamba@mentorg.com

2 From Mentor Graphics Design For Test Group Web Page
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